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April 8, 2016 

Senior Security Engineer  

Department: IT – Security Reports to: Chief Technology Officer 

Location: Chicago, IL  Contact: Human Resources (careers@gcmlp.com) 

 
SUMMARY 
The Senior Security Engineer will be responsible for understanding how to secure the Firm’s data, applications, 
infrastructure and processes. The individual will ensure that the Firm’s security solutions and practices are 
consistently of the highest quality and trusted by the Firm and its clients. The individual in this role will be 
responsible for security architecture of internally sourced and externally provided data, application and 
infrastructure at the enterprise level. The Senior Security Engineer will lead a small team that is responsible for 
implementing and managing security solutions. The Senior Security Engineer serves as a liaison between all IT 
functions to ensure enterprise security practices and standards are established and followed. In addition, the 
individual will need to maintain strong relationships with business leaders and vendors to stay abreast of industry 
best practices and regulatory initiatives affecting security.  
 
RESPONSIBILITIES  
The individual will be involved in the following critical activities: 

 Establish, maintain, and enforce security governance. Partner with IT and business units to create 
security best practices and roadmap. 

 Manage a team of security analyst(s) and guide the team to complete deliverables on the defined 
roadmap. 

 Define conceptual and logical security models across the enterprise; partner with IT engineering, 
infrastructure and business teams to transform and implement the logical models.    

 Manage patching, licensing and usage of third-party commercial cloud platform security. 
 Provide senior level guidance and consultation to CTO. 
 Manage the lifecycle of the security controls/solutions, including but not limited to detection, 

prevention, response and removal of malware/breaches etc. 
 Monitor current trends in enterprise security solutions for identity management, edge protection, data 

protection, vulnerability protection, security event monitoring, application security and eDiscovery.  
 Drive innovation and create best practices by keeping current on emerging technology as it relates to 

security. 
 

The role may include, but is not limited to, the following duties.  
 Roadmap and Budget 

o Roadmap planning and execution 
o Budget planning and updates 

 Vulnerability Management and Monitoring 
o Scan analysis 
o Event querying and analysis 
o Security Center monitoring 
o Dell Secure Works monitoring 
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 Log Management 
o Sumo Logic administration and query development 
o Syslog server administration/configuration/maintenance 

 Tenable Products  
o Application administration/configuration/maintenance 
o Nessus 
o LCE 
o Nessus Cloud 
o PVS 

 Password Management 
o Administration/configuration/maintenance 
o AWS Roles development 
o Governance reporting 
o Project planning and architecture 
o RDS (PostgreSQL) 
o EC2 
o Linux 
o ADFS 

 JIRA Administration (agile methodologies) 
 Security Governance 

o AWS Governance meetings 
o Metrics creation 
o Legal/Compliance Meeting 
o Security Architecture Review 

 Patch Management   
o Reporting (deployments, errors) 
o Update deployment packaging 
o Application packaging 
o Continuous improvement of the patch management process 
o Toolset: SCCM, Report Builder, SQL Server 2014 Management Studio, Security Center 

 
EDUCATION, SKILLS AND EXPERIENCE REQUIREMENTS  
The ideal experience and critical competencies for the role include the following: 

 Bachelor’s Degree in Computer Science, Information Technology, Business or equivalent field. 
 8 to 10 years of experience in managing enterprise security.  
 Deep knowledge in security management practices. 
 Ability to leverage a variety of professional and standard organizations. 
 Understanding of contemporary cloud technologies. 
 Experience managing a team and leading them towards a common goal. 
 Expertise in basic technologies like Linux, .Net, J2EE, Amazon Web Services, Azure etc. 
 Superior communications skills with the ability to motivate others to share your vision and 

enthusiasm. 
 Outstanding client service skills and ability to present ideas in a user-friendly manner. 
 Proven analytical and problem solving abilities. 
 Ability to prioritize and multitask effectively and efficiently in a fast-paced environment. 
 Experience working in a team-oriented, collaborative environment. 
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 Strong documentation skills and attention to detail. 
 Highly self-motivated. 

 
In terms of cultural fit, the successful candidate will be self-motivated and energized by working amongst a group 
of thoughtful, smart and successful colleagues. He or she will enjoy being part of an organization focused on 
excellence and will be a naturally collaborative person who enjoys interacting with individuals at all levels. 
Additionally, he or she will be a strong team player with a proactive approach and the ability to exercise discretion 
and judgment. 
 
HOW TO APPLY 
Interested candidates should submit a letter of interest along with a resume to careers@gcmlp.com. Please 
reference “Senior Security Engineer #100991” in the subject line of the email.  
 
ABOUT THE FIRM 
GCM Grosvenor is one of the world’s largest independent alternative asset management firms, with over $45 
billion in assets under management. The Firm’s investment management and advisory services span public and 
private markets, focusing on hedge funds, private equity, infrastructure and real estate. GCM Grosvenor launched 
its first investment portfolio, a multi-manager portfolio of hedge funds, in 1971. The Firm’s global client base 
includes public and private pensions, sovereign wealth entities, banks, corporations, insurance companies, 
charitable organizations, endowments and high net worth individuals.  
 
For more information, visit www.gcmlp.com. 
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